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NN NONMIN YNNONA (COTS ) 970 NN NN NI/NYIIND NOYINN NI/NIIWN

022 64-2 NY/TINNN NI/NYIIND NZYINN NI/NIIWNI

: DYNIN DYV NN NYYIN NIIYN DD NIY VI W

3N 3.10.4.1

.0XT 3.10.4.2

DYSIM NoN 3.10.4.3

VN NVY  3.10.4.4

LDOVWITI NPV MND 3.10.4.5

MIVPNNN NNPN DI TONNA NOYINN NIIWN DY DALY DMNITYY ININK NINN PADN
PRTHN DY URIND NMYINRIY DINONI YSID NOYIN NIIYHD NI NITY 0D WHTY

DONITYN Y92 NYXIND NOYINN NOIYNI YYD YNINN PININ D PNNNY WNHnN DY
NPTNY MNRDPIY YN PINN DY NMNRND IWITOY DTN I NHYIN NIIWND OO NN
.NADN NINN RIDY PADN YT HY IR NNNRNN WX, NOYINN N/NIIWN SV

3.10.1

3.10.2

3.10.3
3.10.4

3.10.5

3.10.6
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(S) o*9m vova 3.11

oYy 3.11.1
WNNT YT I NNONIA .OPNION VI TNSD DMINNI DDA NID NIWN WNND W8N DY
: DYNIN DN DX INYNNA VIO

(NoNO5Md) N ovw 3.11.1.1

YN ow 3.11.1.2

NN OV 3.11.1.3

NN NPRNM NN ,DNITYY OXINKD DIV 3.11.1.4

PI1AY NYSINT DDA Y INN DY YIND NN MNPY Mnd 3.11.1.5

ININM DINN DI02D VIOV TIN WSHN NNPAY DOUPNIH VP 3.11.1.6

(M) 0999950 D021 90 MYrHT 3.11.2
DXANNN DNMN DDA NN NPADNN NIIND INA NN OD NNNY wspn by 3.11.2.1
INAY DNV 5 TUNY N TINNDY 1IN NN NNAD TPYWNND
JPONNY MY NIRDN NTIAY IWIRD NYSIND DN DO NO MDY 3.11.2.2

2137 MYNNNRI IR PYNND NMYNNIND YNIND ONMN OO WPNND P> )N 3.11.2.3
YNINN ININN DY OV NNV

MYWINNT 01N DY NNN,D2IMN MNOY NPNIY MMM D¥OND DNMN ©0ady 3.11.2.4
DIN MYPNN INRIIND DINN) YTIIN 2ANNN)Y OINY 1993 728NN

N8N X Cluster N8N Ay 72299),NTN HWI NTIPI NN XD ONMN D01 3.11.2.5
NN WIDIW 7Y HYND) TIRY XD MMIVIY YDHRNY NNMDINN NINNK

.(Redundancy

DINNN DI0N MOV MY 3.11.3
: DMNMIN D02 HY DINAN MDIII/DNMANNY INYNNI DNMNNY YNNI DY

PSVDOVN MDY 3.11.3.1
.0 NONTA NDNN 3.11.3.2
.DYUVNIVINI DD NHIIN-NI MNP NHN 3.11.3.3

JTOYNYIPI0 NP, NN APYN OMINN 3.11.3.4

(N) 2299 o) 3.12

(S) A'PIN, M Yy 3.13

WYy 3.13.1

, 029N NNPYT PTI P MIYPNNN NNPN DI TUNIY Y ININK NONN Povn 3.13.1.1
L0 TNXD NN DOWNYNIN NPINNN MMM YD1 TAR DY, NYITIN MNda

NN XY NN DY 0N 3.13.6 - 3.13.2 0°9Y02 DXONONN DMWINN TAN DD MNay 3.13.1.2

: DOXNAN OXOY9N
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JowWwnn Yy 3.13.1.2.1
.0)1 3.13.1.2.2

JyHn noiy 3.13.1.2.3

NN NI’20

VP91 NNDNI ADWD WNHN NINY MINAN DMINDNOV NN INYSNL VI WNNN DY 3.13.2.1
. DAPRNN NOIYHNT NI TONNI NHYPNHN INDITINDND NN

LDTPNN 299 WNNYN PYNND NN NI YNNI PINSY 3.13.2.2

DX2INN MINPON NONINIV AN NPADNN NN IN NI D IPNNNY WNND DY 3.13.2.3
INAY 0NV 5 TYNY 12 NN NN DX NNY TPYWNND

Oy 1OMINY MNNY” 122D MM DY NPDIDI MNONL TINNY YN PN DY 3.13.2.4
PNPIOAND DY DIPIND ININ YIDIYW IVARTIY TN

NN NP Y5
(COTS) D»INDNN NNINN NIPA 00N NNSN NIPAY OH53 TP IR YD wITY Poon

NN MNGY IWANRD WITY NNSNN NIPA Y90 .DINN MY DDA DXNOYM DDPNN
: MINAD MDD

.(Label) 25N1719 N5 NOV NPT 3.13.3.1

MIND P2 DIRNYN XD NIRGPN N> 3.13.3.2

INDM P2 NIRNVN (baseline) XD NP N1 3.13.3.3

INDD PANDN NN 3.13.3.4

MOPNN 51123952 NOPNN NN 97Y XD NPINY MOPN NPT 3.13.3.5

DPYN PIRM NPV DX YNV WHNWNN DY YT MII0 TP MW 53 5v Tiywn 3.13.3.6
MTIP MNODY NN N9 3.13.3.7

YN ,NNMD MNY MIRYIN JNN) NNNNND NP IDI0 MRYIN DOVNNWN 50 3.13.3.8

.19y merge 100 MYV MVYD XYY M) T NN

mMYIT 91N %Yo

T 51170 °953 (NPHIN MYAT) MPON MYIITY NOIWNN MYVIT IR DM WIT) PN
IVINOY TAD2) NINY DD D32 WNRNWND 1) - TPTIYY 710 NN WY NION PN : NIYN
:MINAN MDD NN NMINAD IWANRD YITI MYOITN D119 . oNDY M T1a nHny

0PI MN DI TNNRD MWV (Requirement ID) nwrIT5 09y TN M"Y 3.13.4.1

IRD P2 XYM (baseline) XD NPY NvY> 3.13.4.2

NDD NYIVN NN NIIWNT MYITY NMIPON MYOIT P2 NP NN AN 3.13.4.3
(M2pY) M7

PYTIAN MY MYIITN MDD MIND TNSY MPIT2 5112 9935 MPYNNNN N> 3.13.4.4

250 TINN MYAT THON NPON N> 3.13.4.5

3.13.2

3.13.3

3.13.4

DXTNY 167 NN 57 Ty



YR ,NNNID DMV MIRYIN 1NN) ININN NIPA D55 MIRVIM DOWNRNWN i) 3.13.4.6

.19 merge 10 MYV MVYD IRV M) T NN

P99 95 3.13.5
NN MNAY qwanow (CASE »95 119) o0 1951 wvindw Tin NOMNN 20¥ NN YNID YT PION
S INAN MDD
.use cases NNNNT NPN 3.13.5.1
.(components diagram) £>2>59 NRINT NP> 3.13.5.2
.(class diagram) Mponn NPMNT NPY> 3.13.5.3
.(deployment diagram) Nn©>19 NRNNT NP> 3.13.5.4
.(Sequence diagram) £0>2°5nN NPPVNIT NPY> 3.13.5.5

HTML 90N N/ 7901 9700 MNINT NPon 3.13.5.6

MpPr1a NNy »s 3.13.6
AINAD MDD AN MNAY PADY ) )0mn dYO1 MPXTan AN YYD WA poon
VANV T2 NINY Y9 552 WNNWND 1N - NPTV TN NN WIIWD NION PN : NN
AonYY MYITa NTNY

(STP) NP> Tan TONN ION 3.13.6.1

(STD) MP T2 owNIN NP> 3.13.6.2

(NP>T12 95 HY DIVLVD NI 212D IXIPY MPITIN NITHN) MP>T2 120 KN 3.13.6.3
NIYTN IR MPYTAN MDD NIND TNXD MYT 100 535 Mpwnnnn N> 3.13.6.4
ASTR) Mp 12 MT Npan 3.13.6.5

N2INN N2 NPYTAD NOPN PA NP NN 3.13.6.6

(S) 911 Mn 3.14

s 3.14.1
MOLNANN MYOITA DITVIWN DN MNIND P WINN NYSN DINDIN GTHN MM 95
Jond

(M) 55930 NaY 9112 981 (191501) 090N PMINY 91 IHNN 90 MYIT 3.14.2
3919 4.1.4.2.2 95303 ©X0N919N DININN NN 1712 191901 NIIYN 198 1 H9NaD
11905 MVNANN MYIITA I INYENA 5IY5N 119NN 93 NN WIsnn Dy
YYon 3.14.2.1
.INAD DNV 3 TYN NPYSIN NNPNNA DY D 3.14.2.1.1

TAN AWNI ,MND MNP 5 DNN SN 19INI HNN PN Imn - 3.14.2.1.2
.2008 Mwn MNab oNN
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D1001HN YN NI YSIN IYNR TN NNX DPNN NP 1IN0 3.14.2.1.3
1)) Y72 MY>*0) 2000-) NN 10,000 ,©12I0IX MNP 1,500 M2y
nad

DOYIL POV I 3.14.2.2

J92YN 1AW NOM AN N NN 3.14.2.2.1

MNMPY MY DXN . MNSY DY 3 TYNI NPYNIN NIPNNL DY N 3.14.2.2.2
.Nad

INGY MY TYNA NI NHND YN NYSNA NYNIND DOV 3.14.2.2.3
2A2IWNN NI IN TIN IXINI IN,NIND NIPNN 2 MNOP INNY  3.14.2.2.4
INR MNPIYAND
(S) D290 91 s8I 3.14.3

DLIY WNNN DY (NN NIV 2Y) DXADN GTH IS DXIADWN YN PNINAY NTNI
NNON ,INIAYN DY) PADN NPINNI NN DR TN NI NYIDT M PINY .1IT PYDY Myna
.Y 37000 INYSN

(S) MY Nvan svs 3.15

Yy 3.15.1

,D29PN NPV P P MIVPNNN NNPN DO TUNIY 9 ININN NONRN Poon 3.15.1.1
L0PNMI91 TNXY IMN DOWHNWNT NNPN DIIND 01N TN DO ,NYITIN MNoa

NN XY NN DY oY 3.15.4 - 3.15.2 ©>9y02 DXONONN OMINN TAN DO MNay 3.15.1.2
: DONIAN DOVION
NOWNN Y 3.15.1.2.1
D)7 3.15.1.2.2

nysHN Do 3.15.1.2.3

Mopn 9HNNY Yy 3.15.2
M1 AN MNAY PADY WITI MOPNN 5117 795 19101 Y052 MOPNN NX DNID YAT) PION
:INAN

O) WAND ,DouD 3.13.6 PYDY NIYNIA WNNN YT DY YNINY M Tan 91N 9D NN H9Yn
225N IMNA WHNWND NYIN PR MOPN 21

ST INY UND ,NN9N ,PTIAD NMY MXYIN JNN) MIRVIM DOWNHNWN N 3.15.2.1
;PN N0 N DMV D MDA YNID DIWNND DVNNYNN OND NITIN
(1Y NYPN NPINN

21900 MYPN NYayn 3.15.2.2

MOPN DIVLD NPY NYOIR DY IITPN POHNNA NNN 3.15.2.3
NDINN N2 NPYTAY NOPN PANWP 3.15.2.4

M7 Npoan 3.15.2.5

: DYNAN DN DX MND NNV ¥ NYPN Y MY 3.15.2.6
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OPNN DN PINN 3.15.2.6.1

.DIONVD  3.15.2.6.2

S0P ANTD 3.15.2.6.3

0PN NNONN N2 NAD 3.15.2.6.4
AND/D) MNYO M) NYPNN 3.15.2.6.5
SOPNN MMNON 3.15.2.6.6

OPNN DNYINN N2 NPYTAY NWP - 3.15.2.6.7
OpNN NI™N 3.15.2.6.8

9PNN N0 PINN 3.15.2.6.9

OPNN MNDOVIS 3.15.2.6.10

.DINN DNYI DIINDN/TON DN NPND MIVIN 3.15.2.6.11

1972) IYan 973 %95 3.15.3
995 3.15.3.1

NWHN TIPON NP2 IWINNDN 9D YT Y Y¥INN NN 25w wspn - 3.15.3.1.1
: 0727 NN, NN It

D02 HY YININIPNN TN NOWHNN TIPON INK IPYN  3.15.3.1.1.1
DTN NN TN

Y2959 DNYNNA NOIWHNN DIVVD YW AN MN8N 3.15.3.1.1.2
.IYINM NYYONN NN ,MINPIVAND

NOIYNN N0 MMV DPRNN MY NS pwnn 3.15.3.1.1.3
29N VIV 1217 1PINA

3 922 WNNWND 1N - THITIY TN NN VIOWO NION PR N9YN 3.15.3.1.2
AP0V MYAITA NTNY IWANIY T292) KINY

MNINT INY DY WY RY DY NN NN INA DININ YD Ny 3.15.3.1.3
.NOYNN

DVNN O 3.15.3.2

NI MPPN NPT,V IWIAN YXIND NIPAM DWann 5y oy 3.15.3.2.1
: DINAN NOIYNN 22299 DY MPMIN MY

TPIYTY) NOINKD DINN) PPN NN : TPNPIDAND NP2 3.15.3.2.1.1
MPT 901 TYNA DN WIAPNN KD

,storage ,DpoT ,0TAYN , DNV NIMND NNIA - 3.15.3.2.1.2
JTOV9PIN TPN NN

»21>57 ,WAN -2y LAN 2 7Mvpn »Hp : nvpnn nnia - 3.15.3.2.1.3
STV D203, MDY PO NNYPN

DMVYN DPYNNN DV NPPN MY : DOPpwHnn Nnia 3.15.3.2.1.4
MOIWN SN DOPYNHN DONNI DOPYNN) NOIYNI
.(MYNNN
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D82, NYYONN NOIYN DY NIV : DVDON NN 3.15.3.2.1.5
NOD NOTYD TN PIN DINNIN DD NNDNI MIVINY DXDIIN NIV
0NN NN TN

TN NID MNOWY 1N PN DX2XI9N NNYIL 2239 DI HY MV 1PIN
.N5YNN SINNNA

MOIYNI DXNIVN 28N DY NIPA YSID WITI NI Y PHIN 1IN0 1D 9NV
122 12 PYNNN ANN DY P RXONX, PN IND NINYNDIN MPIPYNN
9N MWD

MNNNIN NSP M DY NIPA YSIAD WITI XD YNN ¥D99 2D 9Ny
.DYDINVIND OIPMNN DIYNNINX N DXOOY NNINTI PN INH

3.15.3.2.2

3.15.3.2.3

3.15.3.2.4

3.15.3.2.5

NNN MWAIT 3.15.3.3

: 1Y 9H52Y NIV NIV NNINN Y2309 MYNNND YN VNN NIV

9N J9IND NN 12357 DIVVD MINN - NDIPN NI NNINN
,0VNN ONIY DIVVD IXY PIIPNL MIVPOYN NI XONTY)
:DXNIVN DI NI NINIAN NI ,0PI NNYPNM DPYNNN
T2) D990 NN VXY DT YD NNN LPNPIVANY DVDYD NN
NNON

MMNN NIIWNI YXID MNNIT MOPNN DI NIV — MOPN NNINN
NOPNN NYNHN PIRM (N0 NMAN NININNDN) NYPNN NININ 79y
(PN NP PN PIRNN)

NN YWNNND YTO DMTNN DOYIND VIDOYW NYY NINSNN OND Nva
NN NOPNN DILVVLD

A TVIIN LNOPNN NN MAID NOPN DY DN NIANIN IYIRNN
9PNN HY MM NYPNR NOPNN

157 NTNN OV DWW NOIWNA PONM 2257 50D YN IWANd YDON
.(start) NxOyM (Stop)

Y MY DY MINIY NPLVMVIX MY DY VD NITHN IWINY 9N
DTHVY MOPN

2PN NPNNN INIMY MUMVIN. MRIND NNDY  IWINR> H9ON

NNV NATIND 0NN SMS IR/ D10 MysHNNa

3.15.3.3.1

3.15.3.3.2

3.15.3.3.3

3.15.3.3.4

9yon 3.15.3.4
3.15.3.4.1

3.15.3.4.2

3.15.3.4.3

MODN MY 3.15.3.5

.DM22)N NONROYNNIN 911 DINNY , 0122 D))

JT2Y MOATH ,MOATN ,NNNN YN D)

3.15.3.5.1
3.15.3.5.2
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NN WHRNWNRY MNYIN NITHN ,WHNWN NN ,DOVNnYUn 91
MINY ,UNNUNn DOYUN L WNNUn ma NN NTHR Moy
VTN NNVIAN ,MPIN MPT APYND ,WHRNYN

ST MYV , DIV 595 NOIWNN ARV DIN APYN

3.15.3.5.3

3.15.3.5.4

mNNT 3.15.3.6

IN ODON HY FIHN9 MDD MYNNNI) DMWY DONNA NINYT NPON IWANY 91PN M5
: DWITIN MINYTN 0NN MMT DI VDY TIn

NITHND ORNNA STIYOIYTINWIIYNDY) SNPHN MIPHN M1
:9910N (Wnnwnn

N0V MOPN I 2792 MDPN O97N0) MDD ¥R 3.15.3.6.1.1
AMNMNS P> TYY MoPN

TNNIN AN P92 MOYPNN YD NIV DY VNN Y 3.15.3.6.1.2
TIRM NOPNN NNPNS NYYY PIRN 21PN 2357 : MAD
.OPNN N0 NYW)

-2 97N I 92V NINNOT MOPNN NN P3ND SLA 1 NN M7
TINDN ,NOPNN NNON ,2IPNN 22590 MNAD NN NYPN Y5 May ,SLA
990N DM NYPNN NN NYWH

DWANT/ZPPANT ADWA PRI T DY 1TV TUN D90 MNNT 2 Ty

3.15.3.6.1

3.15.3.6.2

3.15.3.6.3

Y PYOY NMIYN DVIAD WNNN DY ,DX3DN NP DN D5 HD YINN PINNY NN 3.15.4

(N) 3.16
(N) 3.17
(N) 3.18
(N) 3.19

(S) MPY aWnn — 1N 3.20

8P SUNNYNY DAY MNN 3.20.1

AN501N SY NN DNIN/SIYINN IRINKD MITYPHN NTIAYD NNNN - 3.20.1.1

(0201 5513) NTIAYN NNNN NN PADY WSNN DY 3.20.1.2

.D21¥2 M1 MHI2NNN NNX NIINK BRAND NAME nnnn »id npn nunn - 3.20.1.3

3901 V9911 Y919 375 HY MYSINN NTIAYH MINH NN VY PPN HY DT PPYOY NINa

JnYv

(S) MPY aVNN — MHYN 999 M  3.21

ANPN MINNA NYYaH NN 3.21.1

.TIAYN NNNND YT DY NYNIIN NOYINN NIIVN NN PN wsnpn - 3.21.1.1

DYTINIY 167 TINN 62 TNy



NN NRMN NN COTS NIWN NN NYSIN N9YaNN NN 3.21.1.2
INNNH NN TMNSY ¥ YITY ,1MANNN TIVND MWNY NNWPN IWONRD mn Yy 3.21.1.3
MINNA N2 WINDOWS D13 19¥91 NN \{pmn nhayn
.02 64-2 TIDNN NYSINN NYYONN NOWH 3.21.1.4
: DONIN DXV NN NYYINM NN MY LI ¥ 3.21.1.5
g 3.21.1.5.1
Oy 3.21.1.5.2
DYSM NN 3.21.1.5.3
MWAN VY 3.21.1.54
DOV IIPYWI MND  3.21.1.5.5

NOPN YO IONNA NOYINN NOWN DY DALV DMOITYY ININN NONN Poon 3.21.1.6
MAYPNIN
PRTHN SY WRIND NMYINIY DININI YSID NOYIN NN RO NITY ¥ WITY
DMNITYN D21 NYXINN NOYINN NIIVNA DY YXINN PNINN 2D APNNND WNNn by 3.21.1.7
MNDNY YN PNINN DY MNNNN WO DTN T NHYN NOIWNID OO NYN
NN NODY PAON ST DY YR MNKNN WD ,NOYINN NI/NIIWN DY NPDNY
.0

(S) MPY AWNN — NPIYI 4110 ININN  3.22

OFFICE n%%an 3.22.1
.57y NNOM2a OFFICE N5 an ypmn nypn nunna 3.22.1.1

YpnNNn 9PN Y5 qvna OFFICE-N nYan AR XITYO 2901 wsnn 3.22.1.2
JPRTIN DY URIND NYIND YXID IITY

w
~
~
~

Y PYDY MY JOIOY YINN DY ,NYPN NNNNI MADN NRPNN MYITHIV NTHI
3.23

3.249
3.25
3.26
3.27
3.28

3.29

EEEEEEE

(S) 9PN NV NNVYPN 3.30

9519 QDN DYNNNN DITYN DY NNAYNN 2ANP TNYD NYIATI NIONON NNVPNN Nvy 3.30.1

NNNND YN 190 SNV PAY YN 1570 MIIWN P DMIWN DMNNAN OMITYN DD IR
2WANN ININK DY NP

Juniper ,Cisco 15 n7151 NN COTS DN XODIAN P NIIWNI NNVYPNN 22307 DD 3.30.2

JI
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AN ,95 5Y NYSNN 1029 NYIN HNTINV NN VY WY Y AT GI¥0Y Nayna
LDV 9989 (7191 ,0531) ,0%0N) INYENA DINYIN MIYPND 3999 99 DNPN

(N) Dan9 V99 NNYPH 3.31

(S) VY DY 3.32

: DYNIN DMDINN VY9 0NN MYIIT DYP IVIRNY NNVPN NNIYNI NN NNVPNHIN NvI
Y7192 19919 SM pwnna Namn 3.32.1

PYDI DXVNANN DXINIAN MYITI DONYY ,MDWIN 9PN DNMN NPNWNN 3.32.1.1
2.21

ANNDIRWD NNNN 100 DY Y702 TINMY 19INA WNNN T DY NPV DTN ITY  3.32.1.2
NN XO LAN 1 n1n72 yPHRn DX D9 DXTaynn 0OmMIPvn P2 nwpnn 3.32.1.3

SV TN YHININ PN PN OMNMN NN AXP) VYN TONNA 712P2 INNN
A(DONMN

VTN 2I0IX2 DYTIN YN NPIPIVN NMNIA MVANTI 10% 3.32.1.4

VYIVINN YWY 3.32.2

-1 n n / i f
WEB-n »nv 5K IWPN (071 DYV ’SP’bﬂN INAY ANND) YNNI OUON
.PI2IXN VITOVPND TPNYN MYSNINA YTIIN 1590 DY DMYNIND

mMavN MY 3.32.3
,CiSCO 100 N0 NAINN COTS DX YODIAN P NOIWVNI NNYPNN YD) 55 3.32.3.1
.7 N Imperva CheckPoint ,Juniper

MOIYN DY DXIARYND GNYUN KDY NIIWHN WIDOYY TITY» RN NNIVYPNN NYY 3.32.3.2
NN
NTION TPWYI TN NN WNNN DY )Y OMPY DD PIND XN NINSNY NN
DOWNN DY YNRN PIAD PYA YHRN P2

59 5¥ 11959 5913 11 YY NYNINN NNYPNN NNV NN VAT YI8NPN 5Y NT PPYOY NIYNa
©35997 (*19) FIREWALL , 09,0531 ,05510) 1N¥8Na 09990 MIvpnn %2599
.DVAN 9989 D92PVPYYONN

(M) y1o1 HNVANX  3.33

NPLVANYYSNIN 3.33.1
DOYNNN .(DX0INIDN P2 NNAVNN MIPAD GONI) O1NYI NNVIN SYSNN DY»Y v 3.33.1.1
121 NMAND NNIN 1M NMNPNN 1N WM PN

DOWVNNYNN MTNRY 992 NHYNY TP NVPTN NYINM NMY SYSHN OYIND v 3.33.1.2
DNV
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NYMND DXNNA YN MNAD AW NN TPNN NIDINND I8P PNITY MPTN
onD 3.33.2.7 yoa

DYNIVY) DOVNNYNN MTHY NOYIND DNINN DIMY1N NDND SYNNN DIYIND v
ND DYV HY DNYYaN NN OION YW8NNN .(Whitelisting, Application Control)
Sy MNAN 9% yxam» (19) EXE, DLL, BAT) N5yad ©Xwnn DIXIPN Nt .00
.(Hash 15) 097109 D»9NN ©Y02

DIDN PPN 2557 NDIIN DY YITPY SYNNN DOWIND ¥ NXPN NNNM DXNIWN D53
,PPTHN 25990 NN DO IXIND DAP> WNNWNN IVIND IDORY PN 1D7 NOIODN
SIEM-n no9ynd nHwny NnRINND qona

TY8N v Ny Ny (Network Admission Control) NAC »>ysnN 9yanh v
INVARN MYIITL TR IPNIN NYINN IIRY

3.33.1.3

3.33.14

3.33.15

3.33.1.6

N8N 91N

IN 1990 NOPNN NMIYINR NN DINNOYW 19INI NIIWNN Y2390 TNN DD Nwpnd v
DVNON OWIPN X NPYNY  (Minimize Surface Of Attack) ymysnxa
.NO9YNN NYYONY NWITIN NPIINSPNOM

.(Hard Coded mnnD0 : 1122) "NYPNNX MNDT” 57010/5025 v

AUNNYND NNXIND MYTIND WX YN NOYN YN v

SWIFE 2130) noynn 22037 SY LINOR NNYPND MIVAND NN DIDNY v
.(BLUETOOTH

(D»5NIVI D227 NIMIN ,MDIN NAY) DMVIIP I MNITY MIPNN DY PNy v
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INIVYIN NHIYD PIN'Y NN — 0.6.19 NOD)

This form has to be filled out, duly signed and submitted by each Proponent together with the
Proponent's Proposal in response to the Tender/Request for Proposals referred to below.
Failure to comply with this requirement may disqualify the Proponent's Proposal. The Proponent

shall be referred to herein as the "Supplier".

Annex to Invitation to Tender/Request for Proposals no. , issued by

(hereinafter referred to as the “Buyer”)

dated for the supply of

Foreign Supplier’'s Industrial Cooperation Undertaking

As per the Mandatory Tenders Regulations

(Mandatory Industrial Cooperation), 5767-2007 (hereinafter the “Reqgulations”)

We, (name of Supplier)

having offices at (full address)

commit to the State of Israel, that in the event of winning the above mentioned Tender/Request
for Proposals (hereinafter referred to as the "Tender”), we shall put into practice Industrial

Cooperation in Israel, in accordance with the outlined below:

We are aware of the fact that this undertaking is provided pursuant to the Regulations and
that the terms used herein shall have the same meanings as ascribed to them in the

Regulations.

The extent of Industrial Cooperation that shall be carried out by us, shall equal at least 35%
(for suppliers of non-excluded products from GPA member states, the extent of industrial
cooperation is 20%), of the value of the contract or of the transaction, that will be concluded
with us, in the event of winning this tender in whole or in part. With respect to the foregoing,
the value of the contract or transaction shall also include the following: (i) the exercise of any
option related thereto; (ii) any follow-on procurement in excess of USD 500,000 that is made
within a period of five years from the date of the original contract and (iii) any acquisition of
Spare parts, training activities, maintenance, technical assistance, guarantees etc. that will
be procured from us, in connection with the main services and/or products acquired from us,

within the framework of the Tender.
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3. We are aware that our undertaking for Industrial Cooperation, may be fulfilled by using any
of the following means: local subcontracting, investments, Know-How transfer, R&D,
acquisition of Israeli products, work or services, or by any other means if approved in
advance by the Industrial Cooperation Authority (“ICA”), but excluding those listed in clause
10 bellow.

4, (a) Within the framework of our undertaking, we commit to carry out Local Subcontracting in
a value not less than 20% of the contract/transaction value and additionally, carry out
Industrial Cooperation in one or more of the other ways set forth in clause 3 above, in a
value not less than 15 or 0% (subject to the rule outlined in clause 2 above) of the
contract/transaction value.

(b) We are aware that once we’ve committed to carry out Local Subcontracting in the value
outlined above, at the end of work done, we’ll have to provide the Buyer and the ICA with a
signed by a CPA report, indicating the value and nature of Local Subcontracting actually

materialized.

5. We are aware of that in accordance with the provisions of the tender, we are required to
provide in conjunction with our price proposal and this duly signed undertaking form, a
detailed fulfillment program with respect to our undertaking, in the event that we win the
Tender, as further described below in clause 11.

Failure to provide the fulfillment program as required will disqualify our bid.

6. We are aware that if we win the Tender, the ICA will be in charge on behalf of the
Government of Israel with the appraisal, classification and monitoring of the hereby

attached fulfillment program.

7. Our undertaking for Industrial Cooperation shall be carried out within 3 years as of the
effective date of the contract/transaction the subject of the tender. The ICA may upon
request, approve an extended period of time for the fulfillment of our undertaking,
considering the nature of Industrial Cooperation to be implemented, or the complexity of the
contract/transaction. In any case, our undertaking for Industrial Cooperation remains in force

until completed.

8. The records of ICA pertaining to the execution of our undertaking shall be prima facie

evidence in any matter relevant to the fulfillment of this requirement in the tender.
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9. We are aware that in order to value the extent of Industrial Cooperation activities carried out

by us pursuant to this undertaking, the following rules shall apply:

(a) New or incremental procurement by the Supplier of Israeli products or services, compared to
the Supplier's average extent of procurements carried out in the last three years, or the

award of orders for local subcontracting, comprising a level of Israeli added value of at

least 35%, shall result in Industrial Cooperation credits in a value of 100% of the business

deal nominal price.

(b) In some instances, subject to the rules to be published and on a case by case basis, the ICA
will be entitled to grant credits exceeding 100% of the business deal price, by virtue of
Industrial Cooperation activities of a unique nature, or activities implemented with preferred

industry sectors and regions.

10. Furthermore we are aware that:

(a) Any grant that was provided by the Government of Israel as part of a plan for an investment,
acquisition or funding of a R&D project, shall not be taken into account for the purpose of

calculating our Industrial Cooperation

(b) Expenditures such as: agent commissions, personnel expenses, office expenses and other
expenses that were incurred for the purpose of promoting our sales in Israel, shall not be

recognized as Industrial Cooperation activities.

(c) Purchase of shares of Israeli companies to which the Securities Law 5728-1968 applies, to the
extent in which the purchaser is not deemed to be “a party with an interest” as defined in

the said Law, will not be considered as Industrial Cooperation.

(d) Any activity of ours with the Israeli industry that was carried out prior to being awarded with the

Buyer’s contract, shall not be eligible for crediting purposes.

(e) Any Industrial Cooperation activity to be carried out by us which is not part of our fulfillment

program will be subject to ICA’s prior approval.

(f) Any activity of ours with the Israeli industry that incurs Offset/Industrial Cooperation obligations

on the Israeli industry shall not be eligible for crediting purposes.
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11. Aimed at demonstrating our serious intentions regarding the fulfillment of our undertaking,

we commit to take the following steps:

(a) To furnish along with the submission of our bid or price proposal (the latest between the two), a
fulfillment program for our undertaking, if we win the above mentioned tender. We will use
Attachment A to specify the program including as many details as possible of subjects for
Industrial Cooperation with the Israeli industry, implementation mile stones and time frame

of completion, having regard to activities as outlined in clause 3 above.

(b) Part of that program will be the appointment and written notification of a competent person to
act as our Industrial Cooperation Coordinator (ICC), who will be responsible on our behalf
for the fulfillment of this undertaking, for managing the activities in this regard and serve as
our contact with the ICA, with the Israeli industry and other business entities. The
appointee’s name and position in our organization and all other complementary information

will be fully outlined in the program submitted.

In case the ICC is replaced at any time in the future, we are committed to notify the ICA within 72
hours from the time the replacement took place.

(c) To take all conventional measures, including the use of consultation services, conducting a
professional survey in Israel, visiting business entities in Israel and vice versa, or any other

means aimed at the examination of business feasibilities in Israel.

(d) Once every year (on January 31) and until our undertaking is fully satisfied, we shall furnish the
ICA with written - in a format to be set by the ICA - reports, having regard to the fulfillment

of our undertaking for Industrial Cooperation, which will include the following data:

) Full identifying details of orders for Israeli products, work and services, local Subcontracts,
investments or any other Industrial Cooperation activities carried out during the reporting
period, subject to the rules set forth in clause 9 above.

(2) Any additional information that might be required by the ICA, regarding activities we’ve

carried out aimed at the fulfillment of our undertaking.

Non compliance with any of the requirements outlined in clause 11 will be deemed as a

violation of our undertaking.

12. All communications on our behalf having regard to the fulfillment of this undertaking will be
sent to the ICA at the following address:
Industrial Cooperation Authority

Ministry of Industry Trade and Labor
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86 Menachem Begin Rd.

P.O. Box 36049

Tel Aviv 67138, Israel.

Tel: (972) 35652703 Fax: (972) 3 5634177

and additionally, for U.S. and Canadian companies:
The U.S. Director — ICA

Government of Israel Economic Mission

800 Second Ave. 17th Floor,

New York, NY 10017, U.S.A.

Tel: (212) 499 5741, Fax: (212) 499 5745

Signature of an authorized officer on behalf of the Supplier:

If the bid is submitted by an importer and/or a leasing services provider, this document should be
signed by an authorized officer on behalf of the foreign manufacturer of the goods or services to

be supplied pursuant to the a.m. tender.

Name: Title:
Phone No.: Fax No:
Signature: Date:
Email: Web Site:
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Attachment A

to the

Industrial Cooperation Undertaking

Related to Tender/RFP No. ...

ISSUBA DY .o Dated .......ccovviiiiii .

Pursuant to clause 11(a) of the a.m. document, we (full company name)
hereby submit our

Fulfilment Program, that will serve as our initial draft, aimed at the satisfaction of our

a.m. undertaking, as follows:

1. In accordance with clause 3 of our undertaking, our fulfillment activities will be in the

fields of one or more of the following Industrial Cooperation Categories:

0 Local Subcontracting 1 R&D Orders
0 Investments 1 Acquisition of Israeli Products, Work or Services
O Know-How transfer 1 Other oo

2. Anticipated / Approximate dates of the following mile stones implementation:
Conducting an Israeli industry survey: ...

Projects and partners selection: ......................cccci
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Starting date of IC activities implementation: .....................cco,
Full program accomplishment: ...

3. Following is our prospective Fulfilment Program.

Industrial Transaction Estimated Timeframe Names of Israeli ~ Transaction Israeli
Cooperation  Description Entities Involved Value entity’s
Category Start Date Due Date Contact
Person

info.

Total Fulfillment

Value

(Additional records, should be registered in the same table format).

NaME: Title: oo

Signature: ... Date: .

Note: For further clarifications or assistance in filling out this document, feel free

to contact the corresponding ICA representative, to be found at: www.ica.gov.il
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